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Hackers don't break in;
they log in.

NEWS CYBERSECURITY AND DATA PROTECTION

Serious security breach hits
EU police agency

ce of sensitive files of top law enforcement officials has sparked a
TotalEnergies Cyber Attack: pol.

Data of 210,715 Customers
Exposed
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TotalEnergies Clientes SAU has reported a significant cyberattack that has
compromised the personal data of 210,715 customers.

The incident has raised serious concerns about data security and the integrity of
digital infrastructures in the energy sector.

Unauthorized Access Detected | — ® Patrick De Roo

s Clientes SAU detected unauthorized access to one of its sales nen nog altijd niet opgelost: zes maanden na
management computer systems, which exposed sensitive customer information.

fa chaine ai €en cyberaanval worstelt de stad Antwerpen nog met de
victimes d’ur
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https://www.standaard.be/cnt/dmf20221212_93077322
https://www.7sur7.be/belgique/le-groupe-de-presse-ipm-victime-dune-cyberattaque~a6ff44a2/?referrer=https%3A%2F%2Fwww.google.com%2F
https://www.politico.eu/article/europol-internal-agency-eu-police-agency-engulfed-in-clean-up-over-missing-files/

No one wants to be
the CISO who
missed a critical
access control risk -
and got laid off
after a data breach.
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“Navigating NIS2
to Cyber Resilience”

helse Identity Security-
ity slaan handen in elkaar
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BEKIJK - Samenwerkingen met
Cegeka zet turbo op expansie
van Elimity
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https://datanews.knack.be/nieuws/bedrijven/cegeka-en-mechelse-identity-security-specialist-elimity-slaan-handen-in-elkaar/
https://trends.knack.be/kanaal-z/z-nieuws/bekijk-samenwerkingen-met-cegeka-zet-turbo-op-expansie-van-elimity/

Which leavers still have accounts lying around?
Who has administrator rights on your critical servers?

How many active user accounts have never logged in?

Security questions

Which people can both submit and approve contracts?

keeping CISOs awake at
night

Who can access privacy-sensitive employee data?
Who has which license?
Which guest accounts exist?

Which app integrations exist?
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Are there users without MFA?
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ASIS TOBE

No leftover accounts of people that already left
Minimize and control privileged access

} :
O D VIS O e SR EERSS Al Minimize and control access to sensitive company data

. Reviewing aesess ineugh Besl spreeeeneets Revoke excessive privileges that have built up

> Prove auditors / management that you are in control Periodically reviewing access by business

Avoid fraud by not allowing employees to both submit

and approve contracts
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. Collect data ‘ Understand

Continuously
in control

The 4 Steps of
Provable Control

To get in control fast, focus on:

1

Creating visibility: build a central view
of users and permissions from any
application or data source.

Reviewing access: involve [T and
business to remove unneeded
accounts and accesses

Monitoring over time to stay on top of
the situation at all time.
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Business-specific Orphaned
policies accounts

The Identity

Secu rity Controls Segregation Privileged
of duties accounts
ELIMITY
Data Access

accumulation

@ s 2 quality
8Crucial

Identity Security
Controls for NIS2-

Compliance

Role Identity
hygiene hygiene
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LIGHTWEIGHT IDENTITY GOVERNANCE PLATFORM

P Azure AD
Collect, understand and govern e fuwﬂ ’\ =
who can do what TR ;
The fastest way for IAM and security teams to create visibility into e e [
users and accesses across the IT landscape. e N S

Trusted by leading companies

wos @O Ao bk [T ovorosean CyLhosst

Securitas
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Best Practice

Increase operational

. . efficiency
Set up identity
governance
Clean up & monitor :&3 Design a role model = Automate provisioning
@ Review .{" Design SOD policies Q Improve decision making
. &x Address violations 'x: Introduce governance % Improve data quality
Identify processes (requests,
access Get notified of hew reviews, JML)
risks Q violations
Take * Consolidate * Optimize
control Fundamentally control Structural control
improved control

cyber security
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Customer case: Mature Access Governance within Days

Overall impact:

e Decrease cyber risk d 5. Continuous
e Proven compliance ¢ 2days T 7 cays monitoring and
2. Investigate: +clean-up  governance

|
All at minimal cost 1 First vigibility

3. Set up continuous

4. Include line managers
data collection

and app owners in clean-up

Iterate: start with
high value & low effort
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ELIMITY INSIGHTS

LIGHTWEIGHT IDENTITY GOVERNANCE PLATFORM

3 = servicenow
% ==mn Directory @Q(;Ib tory 0kta _l —-—-—-» .
= mssooe bs oJer Bbmc
e
I
2 4
I workday. w
I
I
S aws
[ |
o [rpe— .
O Google Cloud IA Azure | ) rae— O\ T I ,
(&) - () ; ® Microsoft
- —————————————1 N WA ) e ) 3
§ ) office365 G Suite ) GitHub +:-
L
[
o]
(a] = e 5
L . . -—--»
1| - K%\
- o
g + Elimity Integration Framework @ - Team leads,
k7] for easily creating application owners,
5‘ custom connectors folder owners, ..

ELIMITY



